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Evasive Malware Trends

Hijack Loader and SHELBY Campaigns

Context

In April 2025, cybersecurity researchers uncovered two advanced threats that highlight the grow-
ing sophistication of adversaries: an upgraded Hijack Loader variant and a newly discovered mal-
ware family named SHELBY (REF8685). Both demonstrate enhanced capabilities in evading detec-
tion, maintaining persistence, and misusing legitimate platforms.

The Hijack Loader—also known as DOILoader, SHADOWLADDER, and GHOSTPULSE—has evolved
to include call stack spoofing, direct system calls via Heaven’s Gate, and virtualisation-aware exe-
cution. These enhancements improve its ability to bypass sandboxes and endpoint protections
while serving as a stealthy delivery mechanism for second-stage payloads such as Cobalt Strike.

Meanwhile, SHELBY exploits GitHub for Command-and-Control (C2) communications—a tactic de-
signed to blend into legitimate network traffic. It uses a multistage chain with DLL side-loading
and sandbox evasion to complicate detection and analysis.

These threats reinforce the need for organisations to strengthen their detection strategies against
stealthy loaders, abuse of legitimate services, and evasive malware behaviours.

Mitigation
Defending against the evasive attacks that operate innmemory requires proactive measures:

Conduct periodic compromise assessments to detect fileless and in-
memory attacks that evade traditional security controls.

Deploy adversary behaviour detection to identify Living-off-the-Land
(LotL) tactics and other stealthy threat activity.

Enforce least-privilege access and monitor for abnormal process in-
jections or direct system calls to reduce attack surfaces.

Reduce exposure to high-risk infrastructure by restricting network
connections to and from high-risk Autonomous System Numbers
(ASNs), geographic regions, and top-level domains (TLDs) frequently
associated with malicious activity.
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Technical Details

Hijack Loader (aka SHADOWLADDER [ GHOSTPULSE / DOILoader)

The upgraded Hijack Loader in 2025 demonstrates a modular architecture
and a variety of stealth-focused capabilities intended to avoid sandbox de-
tection, bypass endpoint defenses, and persist on victim systems.

Core Functional Enhancements:

. Modular Loader Framework: The loader is designed as a modular mal-
ware framework. Modules are dynamically injected or loaded during
execution, enabling adversaries to adjust functionality based on tar-
get environment.

. Call Stack Spoofing (MITRE T1036): Hijack Loader forges return ad-
dresses and stack frames during execution, masking the true origin of
API/system calls. This technique disrupts stack-based detection heu-
ristics used by EDR/XDR products and frustrates memory-based analy-
sis tools like Sysmon or ETW telemetry.

. Heaven’s Gate Exploitation (MITRE T1055.012): Executes 64-bit shell-
code within a 32-bit process using Heaven’s Gate — a known x64
technique that leverages the 0x33 segment selector. This allows mal-
ware to switch into 64-bit mode, bypassing hooks placed on 32-bit
ntdll.dll functions by endpoint agents.

. Direct Syscall Execution (MITRE T1106): Hijack Loader directly invokes
system calls without going through Windows APIs by resolving syscall
numbers dynamically from the ntdll.dIl export table. This undermines
user-mode hooking and aids stealthy memory manipulation (e.g., Vir-
tualAlloc, NtCreateThreadEx).

1. Anti-Virtualization & Sandbox Evasion (MITRE T1497.001 |
T1497.003): Performs checks for:

2. MAC addresses associated with VM vendors (e.g., VMWare, Vir-
tualBox)

3.  System uptime and CPU core count

4.  Artifacts like mouse movement or user interaction If a virtual-
ized/sandbox environment is detected, execution is halted or
alternate code paths are triggered.

. Persistence via Scheduled Tasks (MITRE T1053.005): A specific mod-
ule (modTask) establishes persistence by registering a Windows
Scheduled Task with obfuscated names and paths, enabling re-
execution on reboot or time-triggered intervals.
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SHELBY Malware (REF8685)

SHELBY is a newly emerged malware family discovered leveraging GitHub as
a covert C2 channel. Its design focuses on stealth, sandbox awareness, and
abuse of legitimate infrastructure.

Execution Chain Overview:

. Multi-Stage Infection: The infection chain begins with a benign-
looking .NET executable that side-loads a malicious DLL named HTTPS-
ervice.dll, using DLL search order hijacking (T1574.002). This method ex-
ploits trusted binaries to load unsigned payloads from attacker-
controlled directories.

. Sandbox Detection (MITRE T1497): The payload includes anti-analysis
routines that:

1. Detect hardware acceleration (GPU, RAM size)
2. Check for common sandbox tools and processes

3. Monitor for human-like input delays This enables it to either evade
or delay execution in automated analysis environments.

. GitHub-Based Command and Control (MITRE T1071.001/ T1573.002):

1. Connects to attacker-controlled GitHub repositories over HTTPS
(legitimate SSL).

2. Retrieves encrypted payloads (often base64-encoded blobs or
JSON-structured C2 commands).

3. Sends back system telemetry using push mechanisms or encoded
commit messages. This use of GitHub evades network-level detec-
tion, as GitHub traffic is rarely blocked in enterprise environments.

. DLL Functionality (HTTPService.dll): The side-loaded DLL is responsible
for:

1. Establishing persistence by modifying the registry or installing
scheduled tasks

2. System reconnaissance (OS version, domain membership, AV
product info)

3.  Downloading and executing follow-up payloads (e.g., Cobalt
Strike beacon or infostealers)

4. Encrypted communication with the C2 server
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Common Traits Across Both Campaigns

The following 3 adversary techniques have been observed in relation to these cam-

paigns:

1. Obfuscation and Code Protection (MITRE T1027): Both Hijack Loader
and SHELBY use packed or obfuscated payloads. The .NET stubs are fre-
quently protected with .NET Reactor, complicating reverse engineering
through control flow obfuscation and anti-decompiler stubs.

2. Data Exfiltration via Covert Channels: By abusing platforms like GitHub,
threat actors hide in plain sight. This avoids detection by traditional IDS/
IPS and DNS tunnelling detection tools, which may not flag HTTPS
traffic to trusted domains.

3. Fileless Techniques & In-Memory Execution (MITRE T1055 / T1105): Pay-
loads are frequently decrypted and injected directly into memory using
reflective PE loading or manual mapping, leaving minimal disk artifacts
behind.

Tactics, Techniques and Procedures

The following TTPs have been observed in relation to these two campaigns:

Tactic Technique Technigue ID Details
Malicious documents or
Phishing: S hishi
Initial Access 1SNING: Spear phishing T1566.001 executables sent via email to gain
Attachment o
initial access.
The SHELBY malware uses a benign
DLL Side-Loading T1574.002 .NET binary to side-load a
Execution malicious HTTPService.dll.
Command and Scripting T1059.001 Likely used in payload execution

Interpreter: PowerShell and environment manipulation.
Hijack Loader's modTask module
T1053.005 creates scheduled tasks for
persistence.
Both Hijack Loader and SHELBY
T1497 implement checks to detect VM or
sandbox environments.

Persist Scheduled Task/Job:

ersistence Scheduled Task

Virtualization/Sandbox
Evasion

Indicator Removal on Techniques like stack spoofing

T1070 make it harder to trace malicious
Defence Host .
Evasion activity.
Hijack Loader uses Heaven’s Gate
Process Injection T1055 technique to inject code into
remote processes.
Obfuscated Files or 11027 Use of obfuscation in the payload
Information and .NET Reactor for protection.
Application Layer T1071.001 C_ommunlcatlon over HTTPS with
Protocol: Web Protocols GitHub as a covert C2 channel.
Command
and Control Encrypted payloads and
Encrypted Channel T1573.002 instructions are stored in GitHub

repositories.
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Cyber Threat Intelligence

The emergence of the enhanced Hijack Loader and the newly identified SHEL-
BY malware marks a notable escalation in the sophistication of modern cyber
threat actors. Hijack Loader—active since 2023 and also known as DOILoader,
SHADOWLADDER, and GHOSTPULSE—has evolved from a basic dropper into
a modular, evasive malware delivery framework. Frequently used in initial ac-
cess campaigns by financially motivated actors and Malware-as-a-Service
(Maas) affiliates, it delivers second-stage payloads such as Cobalt Strike, Ice-
dID, and SystemBC. Typically propagated via phishing, malvertising, or com-
promised websites, it targets sectors including finance, healthcare, legal, and
government.

Recent enhancements—such as call stack spoofing, direct system calls, and
anti-virtualisation logic—highlight its growing ability to evade advanced end-
point detection and response solutions.

In parallel, SHELBY (REF8685) is a novel malware family leveraging GitHub as
its command-and-control (C2) platform. By embedding encrypted payloads
and instructions within HTTPS traffic to a trusted domain, it bypasses tradi-
tional perimeter defences. Its use of DLL side-loading, scheduled task persis-
tence, and .NET Reactor obfuscation indicates a high level of adversary so-
phistication, likely tied to a financially motivated group exploiting cloud infra-
structure and secure coding practices.

Together, these campaigns exemplify the professionalisation of cybercrime
and underscore the urgent need for adaptive, intelligence-driven defence
strategies to counter stealthy, infrastructure-abusing threats.

Geopolitical Context and Strategic Implications

The rise of Hijack Loader and SHELBY reflects a broader shift in the cyber
threat landscape, where financially motivated groups increasingly adopt tech-
niques once reserved for state-aligned actors. Their ability to bypass controls
using legitimate platforms like GitHub aligns with tactics seen in regions
where cybercrime enforcement is weak or politically constrained.

Targeted activity against critical sectors—including finance, legal, and govern-
ment—correlates with global economic instability and the growing role of
cyber mercenaries. As nation-states continue to develop offensive cyber pro-
grams, advanced tradecraft is cascading into the criminal underground via
Malware-as-a-Service ecosystems.

In this environment, organisations must move beyond technical controls and
incorporate geopolitical risk into cyber defence strategies. Understanding
adversary motivations, regional affiliations, and evolving tactics is essential
for informed investment in threat detection, incident response, and supply
chain resilience.
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